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Co je ACL

I
Principialné
Mechanismus fizeni pFistupu ke zdrojom

Seznam ,vyvolenych“ — identity s opravnénim k
pristupu, pfipadné s blizSim uréenim

Technologicky

Seznam logicky pfifazeny zdroji
Tabulka v paméti pouZzivana vldkny procesu
Binarni struktura s SID a pfistupovou ,maskou*
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Co je ACL

Z pohledu OS

Rizeni pristupu vlidken na objekty
VI&kno (thread) — zakladni jednotka ,béhu“ v
systému
Dédi identitu od procesu
Obecny zabezpecitelny objekt s potfebnymi
popisnymi informacemi
NTFS
Tiskarny
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Co je ACL

|
Z pohledu programatora v OS
ACL je
Univerzalni mechanismus na riznorodych
objektech
Je zprostfedkovan a zapouzdien prostfednictvim
Windows API

Private Declare Function RegGetKeySecurity Lib "advapi32.dil,,
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Co je ACL

EE———
Z pohledu skriptujiciho administratora

ACL je
Kolekce objektd pouzitelna pomoci metod a
vlastnosti
Rozhrani dosazitelné pouZzitim pfislusnych
knihoven
NTFS — ADsSecurity.dll
Exchange 2003 — CDOEX.dII
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Jak vypada ACL

= Pohled z raznych vySek
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Jak vypada ACL

. -
= Pohled schematicky
Header
Owner 510 Offset
Group 510
DacCL
SACL
ACL Size | ACL Revision ACL Size [ ACL Revision
ACE Count ACE Count
ACE [1] ACE: Access Denied Exolicit
ACE[L0] ACE: Access Allowed AEDESICI
&CE [n] ACE: Access Denied herited
N Inherite
ACE: Access Allowed ACEs
ACE Size | ACE Type ACE Size [ ACE Type
Inhertance and Audit Flags Inheritance and Audit Flags
fccess Mask Access Mask
sID Object Type |Inherited Cbject Type
Inheritance and Audit Flags
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Jak vypada ACL

Pohled ,pro lidi* ~ « | ..

Advanced Security Settings for Folder

s
Permissions | Auditing | Owner | Effective Pemissians

E d | to ry AC L Ta view miore information about Specisl peimissions, select  permissian enty, and then click Edit,

Permission entrizs:

Type | Name Pemission Inherited Fram Apply Tor
Alow Useis  Special GWUTempT...  This object.inherited
v Allow Full Control Parent This Object. H
U rCe n Allow CREATOR OWNER Full Control G:Ww/UTemptT, Inherited containers/o
y Allow SYSTEM Full Control G \W}”EWD\T This object, inherited
4

pro béznou,
”nahodnou“ Tmmﬁ’ Rt Inhertance Figs
s p I’é_VU .. Edit Remove

Inheri from parent the: permission enties that appl to child objects. Include these with entiies explcity
defined hete,

Auin-nhertied checkiog

g Rieplace permission enties on all child objects with entiies shawn hers that apply to child objects

Tu teplace all perrission entries with the: default settings, click Default, o Default

Default Securty —

Sledgehammer
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Jak vypada ACL

Jesté porad text...

Security Descriptor Definition Language
Textovy fetézec jako varianta zapisu
Powershell: Get-Acl | fl
Security templates

"c:\windows\system32", 2,
"D:P(A;CIOI;GRGX;;;BU) (A;CIOI;GA;;;BA)(A;CIOI;GA;;;SY) (A;CIOI;GA;;;CO)"

"w32time", 3,

"D: (A; ; CCLCSWLORC; 5 ;AU) (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; 5 BA) (A; ; CCLCSWRPL
0;33IU) (A; ;CCLCSWRPLO; 5 5BU)S: (AU; FA; CCDCLCSWRPWPDTLOCRSDRCWDWO; 5 ;WD)

Patrik Malina 12




Jak vypada ACL

Uz jen bity a bajty...

Struktura ACL

zahrnuje masku pristupu (access mask)
4bajtové Cislo
Jednotlivé bity pracuji jako Fidici pfiznaky
Je spojena s konkrétnim SID
Je spojena s pfiznakem:
Deny
Allow
Audit
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Kde vSude jsou ACL

Souborovy systém NTFS
Dva typy objektt
Uplatnéni hierarchie a dédi¢nosti
Problém zachovani pfi pfenosu soubor
~Klasické® fizeni pfistupu

Reqistry

Hierarchie kli¢u
Rizeni pfistupu k hodnotam
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Kde vsude jsou ACL

Sdileni (shares)
~Vykopavka“ sluzby LanMan
Slaba granularita
Rizeni sitového pfistupu

Tiskarny

Kontrola pfipojeni ke sluzbé
Pozor na souvislost se sluzbou spooler
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Kde vSude jsou ACL

Sluzby (services)

Rizeni &innosti sluzby

Zadné hierarchie

Dostate¢né moznosti
Start, stop, pause
Change startup type
Read/Query

Bez vychozi grafické konfigurace
Security templates
Pfikazovy radek, skripty
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Kde vsude jsou ACL

WMI
Rizeni pristupu ke sluzbé Mgmt
Hierarchie dle WMI ,namespaces*
Vymezeni moznosti inventarizace sité

lIS Metabase
,Dalsi* konfigurani databaze
Vyznamem odpovida zhruba registry
Hierarchie, dédicnost
MetaACL.exe
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Kde vSude jsou ACL

Active Directory

Propracovany model zabezpec&eni
Hierarchické usporadani
MozZnost nastaveni na uroven atributu ¢i jejich
skupin
Dédi¢nost
Pomocné nastroje — Delegation wizard

Patrik Malina

19

Kde vsude jsou ACL

PosStovni schranky (Exchange)

Kombinované fizeni
~Pristupovy" zdznam uzivatele — v AD
ACL na schrance — mail store

Nebezpedi naruSeni synchronizace
Opatrné pfi skriptovani
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Kde vSude jsou ACL

Objekty jadra Windows
Specidlni objekty nizké systémové arovné

Ur€eny k pokrocilému programovani
PFi béZné spravé bezvyznamné

Patrik Malina

21

O ¢em bude rec

Co je a jak vypada ACL
Kde vSude jsou ACL
Co vypada jako ACL, ale neni ACL
Mechanismy uplatnéni ACL
Nastroje pro spravu ACL
Grafika
Pfikazové rozhrani
Automatizace pomoci skriptu
Jak na spravu ACL prakticky

Patrik Malina

22

11



Co vypada, ale neni ACL

PosStovni schranky (Exchange)

Pravo Send On Behalf

Ve skute¢nosti pfiznak (atribut) v Active Directory
(LDAP) — ,publicDelegates*
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Co vypada, ale neni ACL

MS Office Sharepoint

Velmi propracovany systém

Pfistupova prava feSena na aplikacni arovni
Zaznamy o pfistupu v databazi SQL

Vlastni systém skupin a dédéni

Vztah k aplikac¢nim objektim (sites,
webparts...)
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Mechanismy uplatni ACL

Jak pracuje DACL — pfednost

Db jact Thread &
\ Assass
=, denied
DacL Aoesass okan
Andree
Az denizd B oup &
ALE Andren Foup B

- Group C
Fead, wide, exacubs

I
Aceass alowad

AgE Fraup A Thread B
L
I
Acezss alovad HAzzassiokan
;‘EE Evenyane Jana
Read, exzcute Gioup &
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Mechanismy uplatni ACL

Jak pracuje DACL — poradi
ST S e G

Feaese: " hoess
denied aluved
DeCL Feeessfab=n JAcL
Arpess demiend i Aeess alowed
s okl & 5 4
Groap A, ALE
1 Bub 1 ph
Acal, wie Aead, wite
I I
Arpis Slomst Apoess denied
"gE Houp ':'EE Bk
_ =
Acal, wie Aead, wite
Frefened mder Oud il mler
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Mechanismy uplatni ACL

Jak pracuje DACL — objekt DS a properties
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Nastroje pro spravu ACL

Grafika — Windows

Permission Entry for Test Folder,

Praperties

—

Object | Floperties

Transistee S Mame: [ Users (GATEWATUsers) | [Cchange.. ]

Apply ontg: | This abiect, inherited object and containers ~|
S

ACEFlngs
Permissions Allow

2

Full Control
Tiaverse Folder/E uecute File
List Folder/F ead Data

1 Read Attributes

Riead Extended Attributes
Create Files/Wiite Data
Create Folders/Append Data
‘wirite Attributes

wiite Extended Attributes
Delete Childrien

Specific ascess rights

1000000000000|s

e e e e e e e .

v

-
e objects andsor Clear All
ithin this container only

NP ACE flag
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Nastroje pro spravu ACL

Grafika — Sysinternals
AccessEnum

# AccessEnum - www. sysinternals.com,

File Options Help

AccessEnum displays who has access to items within a directory or iegisty key

Fath Fiead Wiite:
CAATI Admiristrators, 5-1-6-21-627237240-1979792.. Administrators, 5-1-5-21-8272..
CAATIRSUPPORTN?-4_xp_dd_44381 Admiristrators, Users Administrators, U sers

Dery
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Nastroje pro spravu ACL

Grafika — SomarSoft

DumpSec
http://www.somarsoft.com/

Somarsoft DumpSec (formerly DumpAcl) - WSTROJ, (local)
ile Edt Zearch Report ¥ew Help

Path {(all dirs, exception files. Account Qun_Dir File Success Failure

:\Documents and Settings\Patrik\Brixi\

C:\Documents and Settings\Patrik\Brixiy STROJ1\Patrik o all all
C:\Documents and Settings\Patrik\Brixi\y SYSTEH all all
C:\Documents and Settings\Patrik\Brixiy STROJ1\Adinistrators all all
C:\Documents and Settings\Patrik\Brixi\audiosources\ STROJ1\Patrik o all all
C:\Documents and Settings\Patrik\Brixi\audiosources\ SYSTEH all all
C:\Documents and Settings\Patrik\Brixi\audiosources\ STROJ1\Adninistrators all all
C:\Documents and Settings\Patrik\Brixi\peakfiles\ STROJ1\Patrik o all all
C:\Documents and Settings\Patrik\Brixi\peakfiles\ SYSTEM all all
C:\Documents and Settings\Patrik\Brixi\peakfiles\ STROJ1\Adninistrators all all
C:\Documents and Settings\Patrik\Brixi\projectfilebackup\ STROJA\Patrik o all all
C:\Documents and Settings\Patrik\Brixi\projectfilebackupy SYSTEH all all
C:\Documents and Settings\Patrik\Brixi\projectfilebackup\ STROJ1\Adninistrators all all
00001
Patrik Malina 32

16



Nastroje pro spravu ACL

]
Prikazové rozhrani — MS
NTFS — nastaveni
Cacls.exe
XCacls.exe
ICacls.exe
xcacls c:\temp
xcacls *.* /g Uzivatel:rwed;rw /e
xcacls *.* /g Uzivatel:r;trw /e
xcacls "F:\Directory" /e /g "Domain Users":R /y
Patrik Malina 33

Nastroje pro spravu ACL

Prikazové rozhrani — MS

NTFS — pfenos
Robocopy

robocopy \\zdroj \\cil /MIR /COPY:DATSOU /V /LOG:C:\robocopy.log /Tee

/CcoPY:copyflag[s] : what to coPy (default is /COPY:DAT).
(copyflags : D=Data, A=Attributes, T=Timestamps).

(S=Security=NTFS ACLs, O=Owner info, U=auditing
info).

/SEC : Copy files with SECurity (equivalent to /COPY:DATS).

Patrik Malina 34
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Nastroje pro spravu ACL

Prikazové rozhrani — MS

RUzné typy objektl
SubInACL
Univerzalni robustni nastroj
Velmi pokrocilé moznosti
Komplikovanéjsi syntax
Vyborna podpora pro migrace a zamény identit
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Nastroje pro spravu ACL

Prikazové rozhrani — MS

RGzné typy objektl — SublnACL

subinacl /file c:\temp /display
subinacl /service CPUCooLServer Service /display
subinacl /file C:\TEST.TXT /owner=DOMAINI\USERL

subinacl /subdirectory C:\*.* /changedomain=domainl=domain2
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Nastroje pro spravu ACL

Prikazové rozhrani — MS

Active Directory

DSacls.exe
Univerzalni nastroj
Nesnadna syntax

dsacls <somedn> /I:T /G
"<somedomain\somegroup>:CA;Reset Password;"
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Nastroje pro spravu ACL

E——
Pfikazové rozhrani — MS
Active Directory
Acldiag.exe
Moznost napravy po zménach — kontrola oproti
schématu

Acldiag <DN> /schema
Dsacls <DN> /s

Patrik Malina 38
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Nastroje pro spravu ACL

Prikazové rozhrani — MS

MS Exchange 2007
Zalozeno na Powershellu

Add-MaiTboxPermission ,,Schrankal™ -AccessRights FullAccess -
user ,UzivatelOl,,

Add-ADPermission ,,Schranka0l" -User ,Uzivatel0l" -AccessRights

extendedright -ExtendedRights "send as"

Patrik Malina
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Nastroje pro spravu ACL

Prikazové rozhrani — neMS

SetACL
Nastaveni, zaloha ACL
Pro fadu typu objektd
Velmi pokrocilé moZnosti
PFehledna syntax
Objektovy model — pfistup pfes COM (WSH)
Dobra napovéda

Patrik Malina
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Nastroje pro spravu ACL

]
Prikazové rozhrani — neMS

SetACL - pfiklady

SetACL.exe -on "\\serverl\sharel\my dir" -ot file -actn ace
-ace "n:domainl\userl;p:change"
-ace "n:S-1-5-32-544;p:full;s:y"
-ace "n:domain2\user2;p:full;m:aud_fail;w:sacl”
-actn clear -clr "dacl,sacl"”

-actn rstchldrn -rst "dacl,sacl"

psexec \\server -c c:\setacl -on "MyService" -ot srv -actn ace
-ace "n:user;p:start_stop,,
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Nastroje pro spravu ACL

]
Prikazové rozhrani — neMS

Sysinternals — AccessChk

http://technet.microsoft.com/en-us/sysinternals/bb664922.aspx

7# C:\accesschk.exe "patrik" c: -q
RW C:\Documents and Settings\Patrik\.GalleryRemote
RW C:\Documents and Settings\Patrik\.SygateTmpYy

16# C:\accesschk.exe -k hkim\software -q | more
HKLM\software

R BUILTIN\Users

RW BUILTIN\Power uUsers

RW BUILTIN\Administrators

Patrik Malina 42

21



Nastroje pro spravu ACL

]
Prikazové rozhrani — neMS

Joeware.net — ADFind

http://www.joeware.net/freetools/tools/adfind/index.htm

adfind -default -f “(objectcategory=organizationalunit)” -sc
sdfilterns:FC -elapsed

dn:ou=Exchange,DC=joe,DC=com
>nTSecuritybDescriptor: [DACL] ALLOW;; (FC);;;JOE\Domain Admins
>nTSecuritybescriptor: [DACL] ALLOW;; (FC);;;NT AUTHORITY\SYSTEM

>nTSecuritybDescriptor: [DACL] ALLOW; (CONT
INHERIT) (INHERITED); (FC);;;JOE\Enterprise Admins
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Nastroje pro spravu ACL

Skripty — obecné

Objektové rozhrani — ADSI
ADsSecurity.dll
Pomérné komplexni a komplikované
Dosti riskantni pfi chybach
Objektové rozhrani — Exchange
Cdoexm.dll
Podobné jako u ADSI
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Nastroje pro spravu ACL

Skripty — obecné

Powershell
Cteni a zapis ACL pomoci cmdletd

Prace s ACL pomaoci tfid .NET
Frameworku

Pfimocaré, dobfe uchopitelné
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Nastroje pro spravu ACL

Skripty — prakticky

XCacls.vbs
Pfedchidce XCacls.exe
Dobréa ukazka postupt a technik
Hotovy pouzitelny nastroj
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Nastroje pro spravu ACL

|
Skripty — prakticky
Cisty skript WSH (mailbox)

AddAce dacl, sTrustee, 131073, _
ADS_ACETYPE_ACCESS_ALLOWED, 2, 0, 0, O

Function AddAce(dacl, TrusteeName, gAccessMask, gAceType, gAceFlags, gFlags,
gobjectType, gInheritedoObjectType)

' Add the modified DACL to the security descriptor.

oSecurityDescriptor.DiscretionaryAcl = dacl
objuser.MailboxRights = oSecurityDescriptor ' Save new SD onto the user.

objuser.setInfo
' commit changes from the property cache to the information store.
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Nastroje pro spravu ACL

]
Skripty — prakticky
Kombinace WSH a jinych nastroju
Volani ze skriptd WSH (napf. Vbs)

'strcurrentFolder = "patrik"

'strDomainName = "patrik-wkst"

strsetaclCommand = "setacl.exe

-on """ & strStorage & "\" & strcCurrentFolder & """

-ot file -actn ace

-ace ""n:" & strDomainName & "\" & strcurrentfFolder & ";p:full;i:so,sc;m:grant™""

-actn setowner -ownr ""n:" & strDomainName & "\" & strCurrentFolder & """ -actn
setprot -op ""dacl:np"" -actn rstchldrn -rst ""dacl"""

objshell1.Run (strsetaclCommand)
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Nastroje pro spravu ACL

EEE—
Skripty — prakticky

Powershell

Prenos ACL
Get-Acl test.txt | Set-Acl test2.txt

Tvorba ACE

$acl = Get-Acl c:\temp

$permission = “domain\user”,”FullControl”,”Allow”

$accessRule = New-Object
System.Security.AccessControl.FileSystemAccessRule $permission
$acl.SetAccessRule($accessRule)

$acl | Set-Acl c:\temp
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Nastroje pro spravu ACL

]
Skripty — prakticky
Powershell
ACL dukladnégji
$acl = get-acl test.txt
$acl | Get-Member
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