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m Co vlastn é bézi ve Windows

© Pozorovani procesu, vliaken a béhu ovladacu

~ Jak Windows planuji béh softwaru a sebe
sama

© Moznosti a nasledky ovlivnéni planovace
~ DalSi zdroje informaci
~ Diskuse
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Co vlastné bézi ve Windows

Co bézi ,pod* Windows
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Co vlastné bézi ve Windows

Co bézi ,pod“ Windows

Aplikace =) Procesy  inEmmm==>> Cokoliv.exe
Proces - Vlakna IDE====>>  CreateThread()
Vlakno (thread) - instructions  1oE====)»>> MOV reg32,imm32

Planovani (scheduler)
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Co vlastné bézi ve Windows

Interni API

Kdyz ,bézi* aplikace

User32.dll
GDI32.dll

NTDLL.dIl

2/21/2008 Patrik Malina 6




Co vlastné

ézi ve Windows

Kdyz ,b&zi

Dependency Walker - [notepad.exe]

®Ele Edt Yew Optirs profie Wndow
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- = [ NOTEPAD.EXE PL__| Ordinal ~ Hint. Function Entry Point A
5 O combsszou & (v 0(6:0000) | Abonooc Oa7Faz|
# [ sHEWs2.0lL B (na 47 (0x002F) | CreateDCW 0x77F2F8CF
@ ] WINSPOOL.DRY WA 61(0:0030) | CreateFontindrect 0:77F 18884
@ O comcmazow A 140 (0x008C) | DeleteDC. Ox77F16CA6 d
# - @ msveRT.OL B | 143 (0x008F) | DeleteObject Ox77F 16438
— Vaz 5 O Aowezon = s 150 (0:0096) | Encooc pedaimen
©- O KR DL A 152 (0x0038) | EndPage 077F25923
O comzou A 206 (0<00CE) | EnumFontsi 07F3EATC
B [ KRN0 B3 |na 363 (0x0168) | GetDeviceCaps: 077FI58R2
B NlLot & [ 407 (0x0197) | GetObjectw 0x77F18323 v
] USERaZ.DLL E__|Ordnal~ | Hit Function EntryPont_| A
# - O useraz.ol B |[ses (0x0237) | SetRelabs. 0x00032E69
= 000009561
= oio0020260
& |sn SetTextalon 000008674
€0 |572(0x023C) | 571 (0x0238) | SetTextCharacterExtra 0x0D00EB2A
=] SetTextColor 0x00005087
= 0x000104B0
= ) 0x00013BAC =
= 0x0000785C @
= [oae Fie Trme Stamp | Uk T Stamp | Flesze | Atr_| Uk Checeum | el Checlsun | GPU_| subsystem &
(3@ [DWMAPLOLL | Error opening fie. Systém nemie nalézt uvedeny soubor (2)
@ |suwaetoll 2 [ 14.09.2006 amiiz|a  |oooo7aisE |oo007AtsE |5 |aut
2@ |ver ol 9 | 17.08.2004 2314 A |ooooioosz |ocootooez  [xes | consoe
0 | soveerazou o 170020002340 | ceas0(a  [0000AE190 | 000RE190  [w06 | Console
3 | comenzzon st |zso02008 1651 | 1050208(A  |oco0102908  [ocoi02908 |6 [Gur
0 | compisazon 49 | 170820042345 | zeszs|a  |oon0seiFs | oooossiFs e
a |eorzou a2 |19062007 1952 | Z21iz|A  |o0004biss | o000spiss  |xes | Console
3 |rerneiszon 5+ 16002007 1654 | se300n  |oo00Fosss | oo0oFesss  |xes | console
0 |msverrou 49| 170520042351 | os3040(a  |oo00sEo0s | oxooospsos  |xee  |aur
O |noteran.exe | 17.00.2008 15143 | 0%.05.2004 7105 | ssez|a | oonoizesa |oooizesa |xes e
a
O [RPCRTADLL | 05.07.2007 14:20 | 03.07.2007 1420 | S52656|A | Oxd00S6SEe  |m:00DSGSEs  [xéb | consol o
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Co vlastné bézi ve Windows

Relace (session)

= Nebézi (abstrakce)
Bezpec€nostni rAmec
Vymezuje uZivatelsky pristup
Nema vliv na planovani béhu systému
Zahrnuje a zpfistupnuje aplika¢ni rozhrani
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Co vlastné bézi ve Windows

Aplikace
Nebézi (abstrakce)
Usporadani spustitelného kédu pro distribuci,
instalaci, uzivani a spravu

Realizovana alespon jednim procesem v
uzivatelském rezimu

MuZe byt provedena i ve formé kddu pro jadro
(ovladace, rezidenty atd.)
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Co vlastné bézi ve Windows

Job

v v~

Nebézi (abstrakce)

SdruZuje vice procesu
UmozZziuje fizeni a usmérnéni vyuZziti zdroju
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Co vlastné bézi ve Windows

Proces (process)

Nebézi (abstrakce)
Predstavuje hranice pro pfidéleni prostfedku
Identifikace a vazby z hlediska zabezpeceni
Rodi¢ pro dédéni vychozich vlastnosti (napf.
priority)

Proces x program

Realizace x pasivni sled instrukci
Proces je instanci programu
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Co vlastné bézi ve Windows

Proces

Ma
Image — kopie spustitelného kodu (sled instrukci)
Pamét — virtualni (pocit vylu€nosti)
Ukazatele na zdroje (handles)
Bezpec€nostni popis a uréeni
Stav ,svého procesoru” — Process Control Block
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Co vlastné bézi ve Windows

Bézi (konkrétno)
Je z&kladni jednotkou ,béhu”“ vSeho softwaru
Je skutecné fyzicky planovano pro procesory
Je sekvenci proveditelnych instrukci

Je v dany ¢as jediné na procesoru
1 procesor — iluze multitaskingu
Vice procesor(i — pravy multitasking

TézZ vice jader, hyperthread...
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Co vlastné bézi ve Windows

Vlakno (thread)

Ma

Prioritu

Zakladni — dédéno od procesu

Dynamickou — m(iZe obdrzet mimoradny pridél
Pamét — sdilenou s ostatnimi v procesu
Bezpecénost — zdédénou od procesu
Soubor vlastnosti uréujicich stav (kontext)
Svij vyhradni zasobnik (stack)
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Co vlastné bézi ve Windows

Ovladac (driver)

Bézi (konkrétno)
Je software jako kazdy jiny
Pracuje na duleZitych uloh&ach
Je zaveden pfi startu Windows (dokud to Ize)
Mnohem vySSi kasta nez miZe byt aplikacni
vlakno (proces)
Souvisi s rezimem jadra
Casto volan asynchronné
VyuZiva systémova vlakna
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Co vlastné bézi ve Windows

Rezidentni program
Dnes jiz ponékud nejasny pojem

BéZi (konkrétno)

Aplikaéni software s potfebou vysoké priority
provedeny jako driver

v s

Nebézi (abstrakce)

Aplikaéni software pracujici na ,pozadi“ mimo
uzivatelskou pozornost (napf. sluzba, kolekce sluzeb
a ovladacu...)
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Co vlastné bézi ve Windows

Rezim béhu
Je stavem procesoru

UZivatelsky reZzim (user mode)
Striktné fizen a usmeérnovan
Dusledné izolovan (hlavné pamét)
Bezpecnostné jasné vymezen

Rezim jadra (kernel mode)
Bezpecénostné neomezen
Volny pfistup ke zdrojim
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Co vlastné bézi ve Windows

User x Kernel mode — pfechod

ProC
Béh samotnych Windows (jeho sluzeb jadra)

Akce vyZadujici ,jadernou“ komponentu
Pristup ke zdrojum

Jak
Definovana operace procesoru
Vyvolanim speciélniho preruseni
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Co vlastné bézi ve Windows

Context switch

Operace ulozeni stavu

Vyklizeni CPU a nové nataZeni na CPU
Nezbytny pro ,viceulohovani*
Vyznamné zatézuje procesor
Je vyvolavan

Pferusenim

Planova¢em (schedulerem)

Stoji za nim také preruseni
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Co vlastné bézi ve Windows

Jak Windows planuji béh softwaru a sebe
sama

Moznosti a nasledky ovlivnéni planovace
DalSi zdroje informaci
Diskuse
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Pozorujeme béh ve Windows

Nastroje

2/21/2008

Process Explorer
Process Monitor
Autoruns
Performance Monitor
PowerShell

Service Controller
Windows Debugger
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Pozorujeme béh ve Windows

Nastroje — Process Explorer

2/21/2008

Nesmirné vSestranné rozhrani pro vySetfovani procesu
Vlakna s Gdaji v grafickém rozhrani

Dulikladné sledovani ,pozirani“ ¢asu procesoru

Dosti pokrogilé zkoumani (napf. s vyuzitim zasobnikd)

Patrik Malina 22
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Pozorujeme béh ve Windows

Process

Explorer —| = a =

Fle Options Wiew Process Find Users Help

EHeH s A

Process

procesy

b
&1 ) samelime,

B omdee
@ imnplare.s

o|ouTLoOl

2/21/2008

(=3 exmgnt exe.
Felgese
[usnsvc.eve

(@) LUCOMS 1 EXE
[ swchostene

[=ass exe

= (@ GoogleDeskiop.exe
(@ GoogleDeskiop exe
[ ctton exe
= 4 SALAMAND. exe
|| POWERPNT EXE
3 procesp.exe
nirandaiz.exe

exe

) sametimeTS.exe
3 powershell ere
5, menmgr exe

e

g mstse.exe

K EXE

B BoroP i e

FID

CPU Description Compary Nan &
Micrasoft Exchange Wl Provider Mictoscht Corpo
Application Layer Gateway Service Micrasolt Corpo
Messenger Shating LISN Joumal Reader Service. Miciosolt Corpo
Livellpdate Engine COM Module Simantec Corp
Generic Host Process for Windz Services Micrasoit Corpo
LS4 Shel [E xport Yersion] Microsoft Corpo
Windows Exploter Miciosot Corpo
igfTray Module: Intel Corporatior
bikemd Module Intel Corporatior
Symantec User Session Symantes Cop
Symantes Antifius Simantec Corp
Google Deskiop Google
Google Deskiop Goagle
CTF Loader Mictoscht Corpo
Altap Salamander, File Manager ALTAP
Miciosoft Dffice PoweiPaint Microsoft Corpo

1,54 Sysintemals Procass Explorer Sysintemals
hiranda IM
Lotus Sametime Connect Intemational Bu
Poyerhell EXE Miciosoft Copo
Messenger Microsoft Corpo
Windows Command Pracessor Mictosaht Corpo
Intermet Explorer Microsolt Copo
Remole Deskiop Comection Microsot Corpo
Microsoft Dffice Dutlook Microsoft Corpa
Adobe Reader 80 Adobe Systems
1 >

CPU Usage: 3.08%

Commit Charge: 34.08%  Processes: 53

Pozorujeme béh ve Windows

Process
Explorer
— vlakna

2/21/2008

% Skype.exe: 4004 Properties FEX

TR/ Security Environment strings
Image Performance Petformance Graph | Threads |
|
L CmikchDelta | Start Address Al
360 Slype.exe-+0x51cE
500 wdmaud.drv ImidMessage+0x306
2944 Skype.exe+0x3afafo
2972 Slype exe-+0x3arER0
asea Skype exe+0x3a7EM0
3272 2 DSOUND.dliDirectSoundCreate +0x6d08
@12 ntdlditREQuevsitorkdten+0x2b5
1988 winmm, dittimeGetSystemTime-+0x44
|

EH DSOUMD il DirectSoundCreate-+Dx6d08

1300 Skyps Exe+0u51c8

176 RPCRT4. dIl]_RpcBCacheFree-+0xSha =
Thread ID: £

Start Time: 85340 AM 2{19(2008

State: Ready Base Priarity; 8

Kernel Time: 0:00:04.234 Dynamic Priority: 8

User Time: 0:00:01.79%

Context Swkches: 16,507,717

Patrik Malina
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ozorujeme béh ve Windows

Nastroje — Process Monitor

Nova hvézda Sysinternals
Spojuje jinak samostatné programy (FileMon,
RegMon)
Orientovan na sledovani vztahu ke zdrojum

2/21/2008

Patrik Malina
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Pozorujeme béh ve Windows

Process

Mon |t0r Event #50735 Properties
= | B BB e [T
Seq.  Time.. ProcessName  PID Operation
21273 1128 UTLOOKEXE 132 Thiead Create: Frame  Module Location Address Fath
50069 11:2... [ODUTLODKEXE 132 Thead Creale KO nloskmlers  rioskmless + 0x12630d 04806035 CAWINDOW Ssystem32\ntoskirl exe
20071 28 JRRUUTLOOKESE 132" Tovead Cienle, K1 nloskmlese ntoskiless + OxadadD 018058430 CAWINDOWShsystem32\ntoskm. exe:
SIS 28 L ROUTIIOK e S oM ThiendDisste K2 noskmlens rioskmless + 05635 04804dd93  CAWINDOWShsystem32\nioskirl exe
o e e D T e et U3 emeB2dl kemeB2dl+ 0G5 07610655 CAWINDOWS\syslem32\kemel32 dl
V477 1126, SOUTLOOKEXE 132 Thead Cieae U4 momepid2dl msmopid2i+ 04512 043578612 C:\Program Fles\Commen Files\Sysien
135433 11,28 132 Thead Est U5 momepd2dl msmopid2.di+ Ox2Bech 0435i%Beeb  C:\Progiam Fies\Commen Files\Sysien
184533 11:28: 132 Thiead Exit
184845 11:26: 132 Thiead Esit
190676 11:26 132 Thiead Esit
421080 11:2%: 132 Thiead Exit
421081 1129... DOUTLOOKEXE 132 Thead Exit
48477 11:29... (ODUTLOOKEXE 132 Thiead Exit
471562 11:30... | O OUTLOOKEXE 132 Thiead Create
471563 11:30... (DOUTLOOKEXE 132 Thead Exit
< I
Configure the syrbol engine for Broper Source.
4| ¥ | Chext Highlichted [Ccomvan J[cose ] ]
. ;
Showing 16.of 615,625 events (0.0015%) Backed by page file

2/21/2008
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Pozorujeme béh ve Windows

Nastroje — AutoRuns

Kontrola zavadécich fazi Windows

MozZnost priizkumu a aktivace ,jadernych*
soucasti
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P ' béh Wind
Ele Entry Options User Help
o2
3 Eveplhing | 4% Logon Explorer & Intemet Explorer (9 Scheduled Tasks s Sewioes
__ & \winsock Providers 12 Piint Morilors @ L84 Providers & Network Providers

2/21/2008

B oowers | [T BooEwecute | [ ImageHiacks |

&utorun Entry Deseription
¢ HKLM\S pstem\CurentControlSet\Services

& ACPl ACPI Driver for NT

5 aeaudio Andrea Audio Noise Cancell
aec Micrasoht Acoustic Echa Ca
AFD AFD Networking Support E

AsyrcMac RS Aspnchronous Medi
atapi IDE/ATAPI Pott Diiver
alizmtaa ATIRAGE 128 Minipor Dii
= Atmarpe ATM ARF Client Frotocol
=

audstub AudStub Driver

b5Fwzk Broadcom Medreme Gigab.
Besp BEEP Diiver

j CCDeviee Carbion Copy Kemel mode
Cdaudio CD-ROM Audio Fiter Driver
Catom 5C51 CD-ROM Driver
Changer

Disk. P Disk Driver

dmic NT Disk Manager 4D Diiver

Patrik Malina

Publisher

Microsot Carporation
Andisa Electrorics Coporat
Microsoht Carporation
Microsoft Corporation

Microsoft Corporation
Microsoh Carporation
ATI Technologies Inc.
Microsoft Corporation

Microsoft Corporation
Broadcom Corporation
Microsoft Corporation
A lHiris

Microsoft Corporation
Microsot Carporation

Microsch Carporation

Microsoft Corp., Yeritas Soft...

% Applnit |

| KnowrDlls |

Imags Path

c:windowsksystem32dkivershacpi.sps
o \windows\system32drivershasaudio.sys

e hwindowshsystem32drivershaee.sys
Awindonsbsystem32drivershald svs

c:windowshsystem 32drivershalkemel sys
:Awindowsbsystem32\drivershasyncmac.sys

e windowsbsystem32drivershatapi sps
cAwindows\system32diivershatizmtaa.sys

& Wwindows\system32drivershatmare. sy
c:Awindowssystem32drivershatntdOk. sy

o \windows\system32drivershaudstub.sys

& hwindowshsystem 32 drivers\ b5 Tp32 sys
c\windowslsystem32driversbeep.sys

& hwindowshsystem32\driversicedevice. sys

& \windows\system32driverstcdaudio.sys
c:windowshsystem 32drivershedionn sys

File ot found: C:WWINDOWS\System32\DrivershChanger.sys
e windowsksystem32Adrivershdisk.sys
cAwindows\system32diivershdmio.sys
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Pozorujeme béh ve Windows

Nastroje — Performance Monitor

2/21/2008

Nedocenéna vychozi sou¢ast Windows
Dobré moznosti zaznamu mérfeni
Velmi vymluvnd graficka reprezentace
Rada ¢&itadd s detailnim vystupem

Patrik Malina 29

Pozorujeme béh ve Windows

Perf(_)rmance o i =
Monitor .
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Pozorujeme béh ve Windows

Nastroje — PowerShell

Prozatim nejlepSi rozhrani z oblasti shellu a
skriptovani ve Windows

Poskytuje zakladni informaci o procesech a

vldknech
Dovoluje sahnout na WMI a vyhodné data
kombinovat
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Pozorujeme béh ve Windows

Nastroje — PowerShell

Get-Process -id 132 | Select-Object -ExpandProperty
thre* | Select-Object id, basepr*,currentpr®, threadst*
| ft -AutoSize

Get-WmiObject -Class win32_process | Sort-Object -
Property wS | ft proc*, vm, ws, path -AutoSize
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Pozorujeme béh ve Windows

Nastroje — Service Controller

Primarné urcen ke sledovani sluzeb (Services)

Umi dokumentovat i ovladace (privilegovany
software)

sc query type= driver | more

2/21/2008 Patrik Malina 33

Pozorujeme béh ve Windows

Nastroje — Windows Debugger

»Silny kalibr*
Ur€en k ladéni aplikaci, béhu Windows a
havarijnich stavu

Je schopen prace lokélné i vzdalené
Neintuitivni pfikazovy rezim
Zdroj detailnich informaci

2/21/2008 Patrik Malina 34
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ozorujeme béh ve Windows

Windows
Debugger

kd> g
Bresk instruction exception - cods 80000003 (first chance)

You are seeing this message hecause you pressed either
CTRL+C (if you run kd eze) or,
CTRL+BREAK (if you run VinDEG),

press the

BARK R AK KRR

on your debugger machine's keyboard

1f you did not intend to break into the debugger.
i " key now.  This
does. press "g” and "Enter’ again

THIS IS NOT A BUG OR & SYSTEM CRASH

press the 'g' key. then
message might inmediatsly reappsar. If it

BOKKK K KKK KKK K

nt |Rt 1pBreaklithStatusTnstruction
3

804e3h35 co
kd) Iprocess
PROCESS_820ac4f0 Sessionld: 0

cid
DirBase: 0ecd4000 ObjectTable

Inage: cpustres exs

at P
=1baB2bl

eh: 7££de000 ParentCid: 07c8
14

HandleCount

VadRoot 82179af8 Vads 38 Clone 0 Private 81, Modified 134, Locked 0

Devicelap slaéblbl
Tokes

oken £1aB4b50
ElapsedTine 00:00:55 533
UserTine 00:00:28 730
KeruelTine 00:00:00.330
QuotaPoollUsags|PagedPool] 17736
QuotaPoollsags [ HonPagedPool ] 1520
Vorking Set Sizes (now. min, nax) (470, 50, 345) (1880KB, 200KB. 1380KB)
PeakiorkingSetSize 170
VirtualSize 14 Hb
PeakVirtualSize 14 Wb
PageFaultCount 169
MenoryPriority BACKGROUND
BassPriority

ComnitCharge 101

(VrlUserRequest) Us

2172338

THREAD 82145840 Cid 05ad.060c Teb: 7££44000 Win32Thread: slabdeds VAIT
[

SynchronizationEvent

THREAD 821d2a28 Cid 0524.0588 Teb: 7ffdc000 Win32Thread: 00000000 RUNNING on processor 0
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O ¢em bude fec

Co vlastné bézi ve Windows
Pozorovani procesu, vidken a béhu ovladacu

Moznosti a nasledky ovlivnéni planovace
DalSi zdroje informaci
Diskuse
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Béh Windows a softwaru

Skute¢ny béh Windows
Zpracovani preruseni
Béh veSkerych ovladacl a sluzeb jadra

Skutecny béh aplikaci
Provadéni instrukci aplikacnich vliaken
(threadu)

Rizeno planovanim (scheduling)
Pevnéa sada pravidel

2/21/2008 Patrik Malina
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Béh Windows a softwaru

Jak zajistit soulad OS

Princip priorit
Striktni mechanismus planovani

Vysledkem je

~Stochasticky” systém
Zavislost na kvalité softwaru (ovladace)

2/21/2008 Patrik Malina
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Béh Windows a softwaru

Kdyz startuje proces

= Je volan jinym procesem (zdédén)

= Nese stopy svého predka
Bezpecnost

= Dava vzniknout alespon 1 threadu

= Vytvafi svuj uzavieny virtualni svét

2/21/2008 Patrik Malina 39

Béh Windows a softwaru

Skute¢ny béh Wi rocesy a pamet

Jadro

Proces 2

2/21/2008 Patrik Malina 40




Béh Windows a softwaru

rocess Explorer - Sysinternals: www.sysinternals.com [STROJ1\Patrik]

-
Kdyz e

o= I . .
- Process. PID CPU | Description Company Name &
E o sxplrsters 2180 Piakumnik Windows Hitosof Corpraton
& atiptancene. 2880 ATI Desklop Control Panel ATI Technologies, Inc.
Selcon cie 2588 USES7C210 Custom lons Appication Stendard Miccsysens Co.
SSMMor.exe 2876 ‘Samsung Status Monitor Manager ‘Samsung Electronics.
& hoctsb eve 258 e
p ro C e S — Ehocnpngere a2 HP Fiamewolk Compenent Manager Servce Hovet Packad Conpary
otimonds eie 233 HPHmorts HonleltPackard
= fpdispSa.exe 3084 FinePint FinePint Software, LLC
Ve &giTouchese 0% iTouch Appliation Logtechino.
u k a Z k a @ rodRkuiere 3104 NOD32 Conliol Centr GUI Eset
[ MXOALDR.EXE anz Cypress Ut #
By raid_tool exe 3128 VIA RAID Tool VIA Technologies
[iuschedens 172 Java{TM) 2 Platfom Standerd Ediion binary Sun Microsystems, Inc.
] rundi32 exe. 3248 Fun aDLL as an App Microsoft Corporation
sk exe a4 Apple Computes. In
1 apdprowy.exe a4 Adobe Photo Downloader 3.0 component Adabe Systems Incorporated
@ 3128 CTF Loader Mitosof Corporaton
1 1
O BTTrapene 3572 Bluetooth Tray Application "WIDCOMM Inc.
- Tablisetu eve £ TABUSERW ‘Wasam Technoloy, Corp.
(450 msimn.exe. 3648 Outlook Express Microsoft Corporation
= £2 SALAMAND e 220 Altep Salamende, Fle Manager T
|3]POWERPNT EXE 2984 Microsoft Office PowerPoint Microsoft Corporation
procesp.exe 2418 ‘Sysinternals Process Explorer ‘Sysintemals
@iexplore exe. 3748 Intemet Explorer Microsoft Corporation
soffice.exe. Opendifice.org 20 Open(ffice.org 4
[ sofcein Operifce0ia 20 OpenDiice.og 3
Descrpton Comy Verson ~
ADVAPI32.dI Advanced Windows 32 Base APl Microsoft Corporation 5.01.2600.2180 E
o 12520k
CLecATa DL Mictosoft Coporaion. 2001 1244140308
cocTL2d1 UserExperince Coniols Lbrary  Microsoft Cooraion. 60029002982
Miciosof Corporation. 2001 12.4414.0258
Contacilixdl Contactlix Miciosoh Coporaion 801,017,000
crPTa2al CoploAPIz2 Miciosol Coporaion. 5,131 26002180
CRYPTNET.dI Cyplo Netwark Related AF1 Mictosoh Coporgion. 5,131, 26002180
ke
custsatdl austsat Mitosoh Coporaion 90037902428 -
| CPU Usa 08%  Commit Charge: 17.60% _Processes: 65
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Béh Windows a softwaru

Planovani (scheduling)

= Viceulohovani (multitasking)
Zdanlivé (vzdy na 1 procesoru)
Skutecné

= Preemptivni (x kooperativni)
Windows necekaiji, planuji a pridéluji
Context switch
Aplika¢ni rezim je disledné pod kontrolou
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Béh Windows a softwaru

Planovani (scheduling)

Zalozeno na prioritach

VysSi ,kasta“ m& absolutni pfednost
NiZSi mohou stradat (dale viz starvation)

Ve stejné kasté rovnost (round robin)
Na pocatku dédéno od procesu

Rizeno tikem hodin
VSe odvozovano jako nasobek
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Béh Windows a softwaru

Planovani (scheduling)

Zelezné pravidla priorit
VysSi kasta bézZi dokud je co délat
Pozada-li pfi béhu procesu jiny z vyssi kasty,
dojde k prepnuti (preemptivni)
VSichni ve stejné kasté se poctivé stfidaji
Nenastane-li dynamicka zména priority, neni
jiného Uniku z kasty
V3se ze ,softwarového nebe” mé navrch

2/21/2008 Patrik Malina 44
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Béh Windows a softwaru

Baal-time

Dyrarmie tirme 15

critical

Abova
Mearrral

Priority "=
alias | e
kasty S

Mearrral

Dynamic
levels 1-15 ——
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Dynarmic idle 1

© Belcaw
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0 Usad for zaro page thizad—rat avallabla 1o Win32 applications

Béh Windows a softwaru

— Hardware Interrupts

— Software Interrupts

Kde IRQLs
. 31 High
Jsou 20 Power fail
Ovladaée 20| Inter-processor interrupt
prd-] Clock
27 Frofile
26 Devica n
B
3 Davice 1
2 DPCAdispatch
Thread prioritles 0-31 — : AP
1] Passive
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Béh Windows a softwaru

v v~/

Planovani — kde a co tedy bézi
m OS
PferuSeni — mimo svét planovani
= Rutiny (ISR) volané asynchronné
System threads
= V rezimu jadra
= Bez ,uZivatelského" kontextu
= Aplikace
Vlakna v rdmci pravych procesl

2/21/2008 Patrik Malina 47

Béh Windows a softwaru

O @*o Bag +xXe 28E @0 &
dhor | 100
96
92
58
J/CPU Stress
be re Pracess Piorty Clacs = Prosess Proiy Class Hormal ~
[ Access Shared Memory K-Bytes I Access Shared Memary FBytes
L — Theadt——
IV Active  Thread Pririty: [Nomal ~ W Active  Thiead Pioriy: [Nomal -
Activity Busy - Activity: Busy ¥
L — Thead2————
I~ Active  Thread Priority [Nomal = T Active  Thiead Priofity: | Normal -
Actviy Low ~ Activi: Low -
Theadd————— L ——
T Active  Thread Pricy: [Nomal = I helive  Thiead Prioriy: [Nomal ®
Activity: Low ol Activity: Low =
PTheadd Theadd—————————
I ctive  Thread Priorits [Nomal ~ I Active  Thiesd Pioriy: [Nomal -
Activity: Low i Activity: Low o
el ]
(e
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Béh Windows a softwaru

Bao@ +mx| s|s @

VySsi| =
kasta | «
bere | =

ca | Frocess sy Class Normal -

64 I~ Access Shared Memary KBytes

Thiead 1
5 IV Active  Thiead Prioriy: |[FERE

- Activity: Maximum -
a4 Thisad 2

W W Active  TheadProiy: [Nomal =]
6 Aty [Mamum =]

Thiead 3

T Active  Thiead Pricrity: | Narmal i
20 Activity Lo i

i Thiead 4

12 | | 7 Acive  ThiesdPiior: [Nomel -
Activy [low ]
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Béh Windows a softwaru

Planovani (scheduling)

Stavy planovani
»,Nakopnut* (inicializovan) — vstupuje do fronty
PFipraven (ready) — trpélivé ve fronté své kasty
Vybran pro spusténi (Standby) — stavéa se
vyvolenym
Spustén (Running) — Stésti na procesoru
Cekajici (Waiting) — vazne subdodavatel
Ukoncen (Terminated) — po praci

2/21/2008 Patrik Malina

50

25



Béh Windows a softwaru

Planovani (scheduling) — zohlednéni reality

Dynamicka zména priority (boost)
Cilem je

Zamezit Uplnému stradani (starving)

Zohlednit aktuélni déni
Konec oekavané operace
Pfechod do okna v popredi

Zohlednit uzivatelskou interakci
Signal mysi ¢i klavesnice

2/21/2008 Patrik Malina 51

Béh Windows a softwaru

Planovani (scheduling)

Dynamicka zména priority (boost)
Je provedena
NavySenim priority o nékolik arovni

Postupnym snizovanim priority po kazdém ,kole¢ku”
(time slice)

2/21/2008 Patrik Malina 52
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Béh Windows a softwaru

Planovani (scheduling) — boost (starving)

BosE +Ex s &

£.CPU Stress
Process Prrty Class: Nomal o] e Prorty Class: iah -
I~ Access Shared Memary Kytes Access Shared Memary KBytes
Thiead 1 read 1
W botive  Thead Picily [Nomal v bctve  ThiadPiit [Nomal  ~]
Aty Actviy Masimum -
- Thiead vead
IV Active  Thread Pricrly: [Normal -] Aclive  Thiead Prioriy: [Nomal -
Actiy Busy b2 Aty Low -
Thizad vead
I hctive  Thvead Prciy: [Nomal - hotive Thisad Prrty: [Nomal -
Activiy: Low -l Ativiy: Low -
- Thiead vead 4
I Active.  Trvead Pty [Nomal < Active Thread Firty: [Nomal -
Ay Low - Aty Lon =
I Obiect Computer
Castproceson cou_stiess Podpoces WSTAOJT
2/21/2008 53
Planovani
boost (ziskana
00 Graph Time| 100,000
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Béh Windows a softwaru

Planovani pro vice procesoru

Tzv. SMP
VlIakno se mlZe objevit na jakémkoliv procesoru

Zadny vztah mezi procesy a procesory
Vlakno je stéle zakladni jednotkou
Dokud nenastavime pevnou vazbu

Planova¢ ma prosté vice moznosti na vybér
Stale rozhoduje princip priority
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Béh Windows a softwaru

Symetricky multiprocessing

[Processes: 62 [P Usage: 64% [Physical Memary: 57% 7

2/21/2008 Patrik Malina 56
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O ¢em bude fec

Co vlastné bézi ve Windows
Pozorovani procesu, vidken a béhu ovladacu

Jak Windows planuji béh softwaru a sebe
sama

DalSi zdroje informaci
Diskuse

2/21/2008 Patrik Malina 57

Ovliviiujeme procesy

Nastaveni priorit

Ovlivnéni pohledu planovace na vyznam
vlaken procesu

Vazba na procesor
Zasadni omezeni planovace v jeho vybéru
Funguje na principu vylu¢nosti

Zména ¢asového pridélu
Ovlivnéni kvanta (time slice a jeho délka)

2/21/2008 Patrik Malina 58
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Ovliviiujeme procesy

Nastaveni priorit

= Programové
API| nabizi moznosti ovlivnéni

= Pfi spravé
Jednim z vhodnych nastroja

2/21/2008 Patrik Malina 59

Ovliviiujeme procesy

Vazba na procesor

m Jak

Nastaveni vazby (,pfilnavosti“) na procesor
= Tzv. processor affinity

2/21/2008 Patrik Malina 60
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Ovliviiujeme procesy

T

Vaz b a He oot [ETEET— =
Application
applcations Processes | ervices | performance | Netwerkig | users |
CPUUs
n a. Image Name = T user Name | cPu [ Memory (... | Description a]
explorer.exe Patrik. 00 9376K  Windows Explorer
p ro C e S 0 r hidfind.exe Patrik. () 348K Alps Painting-device Driver
igfxsrve.exe igfxsrvc Module
jusched.exe Java(TM) Platform SE binary
rMemor: | qucsstexs Quickset
sidebar.exe
Virtual PC.exe. Virtual PC 2007
windbg.exe ‘Windows GUI symbolic debuge
wilogon.exe ‘windows Logon Applcation |
Rl | i
'::ty::u T Show processes from allusers. £nd Process
F:reade E[\vmce;s«: 62 IcPU Usage: 65% Physical Memory: 57% I 7
Up Time 2144140
¥ (MB) Page File 1467M (4m4
Total 153
Paged 88
Nerpaged o gesource Monttor... |
|Processes: 62 |CPU Usage: 64% [Physical Memory: 57% 7
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O I IVAU|
v x vz
m Co skute¢né udéla
Nezajisti prioritu
Uvolni misto ostatnim
Yo L s
V dobé klidu vede k sebeokradani
2/21/2008 Patrik Malina 62
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Ovliviiujeme procesy

Vazba na
procesor

i Windows Task Manager

File Options View Help

=

Applications | Processes | Services [PEITOMNNce | Networking | Lsers |

~CPU Usage——

~CPU Usage Histary

~Memory

~Physical Memory Usage History

2/21/2008

~Physical Miemory (ME ~Systetn
Tatal 2037 | | Handes 15144
Cached 949 | | Threads 644
Free 11 | | Processes 62
Up Time: 2:50:35
|~ Kernel Memary (MB) Page File L476H | 4308M
Tatal g3 ——
Page 88
Norpaged 64 Hesource Moritor
|Processes: 62 |CPU Usage: 52% |Physical Memory: 57% 7
Patrik Malina 63

Ovliviiujeme procesy

Zména
¢asového
pridélu

2/21/2008

‘isual Efferts | Advanced | Data Execution Prevention

Processor scheduiinia

By default, the computer is set to use a greater share of
processor Hme bo rUn your programs,

Adjust for best performance of:

@F 2 Background services

Mzmary usage

By default, the compuker is set to use a greater share of
memory to run your programs.

Adjust for best performance of:

(&) Programs () System cache

Yirtual memory

A paging file is an area on the hard disk that Wwindows uses as
if it viere RAM,

Total paging file size For all drives; 1532 ME

3]

Patrik Malina
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O ¢em bude fec

Co vlastné bézi ve Windows
Pozorovani procesu, vidken a béhu ovladacu

Jak Windows planuji béh softwaru a sebe
sama

Moznosti a nasledky ovlivnéni planovace

Diskuse

2/21/2008 Patrik Malina 65

Zdroje informaci

Knihy

Microsoft Windows Internals

http://www.microsoft.com/mspress/books/6710.aspx

Vnitfni architektura Microsoft Windows

http://knihy.cpress.cz/knihy/pocitacova-literatura/administrace/vnitrni-architektura-
microsoft-windows/
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Zdroje informaci

Internet

= Windows Sysinternals
http://technet.microsoft.com/en-us/sysinternals/default.aspx

= Kernel Enhancements for Windows Vista and Windows Server 2008
http://www.microsoft.com/whdc/system/vista/kernel-en.mspx

» Inside the Windows Vista Kernel
Part 1: http://www.microsoft.com/technet/technetmag/issues/2007/02/VistaKernel/
Part 2: http://www.microsoft.com/technet/technetmag/issues/2007/03/VistaKernel/
Part 3: http://www.microsoft.com/technet/technetmag/issues/2007/04/VistaKernel/
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O ¢em bude rec

Co vlastné bézi ve Windows
Pozorovani procesu, vidken a béhu ovladac

Jak Windows planuji béh softwaru a sebe
sama

Moznosti a nasledky ovlivnéni planovace
DalSi zdroje informaci
Diskuse
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Dotazy

... a diskuse

2/21/2008

Patrik Malina
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A nékdy pfristé...

Dejte mi prava na ...

= Rizeni pfistupu a ACL ve Windows skrz naskrz

2/21/2008

Co je ajak vypada ACL
Kde vSude jsou ACL
Mechanismy uplatnéni ACL
Nastroje pro spravu ACL
Sprava ACL

= Souborovy systém
Sdileni
Active Directory
Sluzby
Tiskarny
Registry
Exchange 2003
Exchange 2007

Patrik Malina
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A nékdy pfristé...

PowerShell 2: Evolution
= Novinky verze 2 a dalSi techniky

Jak pracuje ,remoting*“
Naskriptujme si své cmdlety
Co je béh na pozadi

Roura krok za krokem
Ladime

VylepSené prikazy
Zajimavé postupy
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Dalsi informace

= Autor
http://www.patrikmalina.eu/

= Blog
http://patrikmalina.cz

» Gopas
Scripting a PowerShell
= Od 17.3. 2008
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